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SPECIFICATION 

1. TITLE OF THE INVENTION 

Methods of Use of IPMP Data for MPEG-n IPMP (Intellectual Property 
Management and Protection) 

2. WHAT IS CLAIMED IS: 

(1) Method of using IPMP Data in MPEG-2 IPMP system, at the content 
author side, comprising the following steps of: 

Constructing IPMP data extending from IPMP_Data_BaseClass, following 
the defined IPMP data syntax. 

Carry the IPMP data in IPMP Descriptor in IPMP Control Graph which is 
subsequently carried in PSI. 

(2) Method of using IPMP Data in MPEG-2 IPMP system, at the content 
author side, comprising the following steps of 

Constructing IPMP data extending from IPMPDataBaseClass, following 
the defined IPMP data syntax. 

Cany the IPMP data in IPMP Stream, the IPMP data is wrapped in 
IPMP_info_message which has a destination address indicating which tool 
the IPMP data should be sent to. 

(3) Method of using IPMP Data in MPEG-2 IPMP system, at the IPMP 
terminal side, comprising the following steps of: 

The IPMP terminal extracts the IPMP Descriptor containing the IPMP 
data from the content stream. 

The IPMP terminal delivers the IPMP Descriptor containing the IPMP 
data to the specific tool which is also indicated in IPMP Descriptor by the 
means of IPMP Tool ID. 

The IPMP tool, upon receiving of such a IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

(4) Method of using IPMP Data in MPEG-2 IPMP system, at the IPMP 
terminal side, comprising the following steps of 
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(5) 



(6) 



(7) 



(8) 



The D? MP terminal demultiplexes the IPMP Stream containing the IPMP 
data from the content stream. 

32^^ ' e T nal d ! ivers •«* n»MP_info_message containing the 
IPMP <*ato to Ae specific tool whose address is indicated in the above 
mentioned IPMP_info_message. 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it 

Method of using IPMP Data in MPEG-4 IPMP system, at the content 
author side, comprising the following steps of: 

O^nstmctingffMP data extending from IPMP_Data_BaseClass, following 
the defined IPMP data syntax. * 

Carry the IPMP data in IPMP_Tool_Descriptor in OD stream. 

Method of using IPMP Data in MPEG-4 IPMP system, at the content 
author side, comprising the following steps of: 

Constructing mMP data extending from IPMP_Data BaseClass, following 
the defined IPMP data syntax. B 

gnry die IPMP data in ffMP_Inhialize which is subsequently carried in 
IPMP Tool Descnptor in OD stream. 

SX^MP^tnS ndin8 fr ° m ^-^-eClass, following 
Carry the IPMP data in IPMP Stream, the IPMP data is wrapped in 

Method of using IPMP Data in MPEG-4 IPMP system, at the IPMP 
terminal side, comprising the following steps of: 

^J^*™* 1 ^acts the IPMP_Tool_Descriptor containing the 
IPMP data from the content stream. 

S^f, terminal delivers the IPMP_Tool_Descriptor containing the 
IPMP data to the specific tool which is also indicated m 



2 



tfJM# 2003-3041533 



#2 002-127121 



IPMPJToolJJescriptor by the means of IPMP Tool ID in IPMPJnitialize 
in IPMP_Tool J3escriptor. 

The IPMP tool, upon receiving of such a IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

(9) Method of using IPMP Data in MPEG-4 IPMP system, at the IPMP 
terminal side, comprising the following steps of: 

The IPMP terminal extracts the IPMP_Initialize containing the IPMP data 
from the IPMP_Tool_Descriptor from the content stream. 

The IPMP terminal delivers the IPMP_Tool_Descriptor containing the 
above mentioned IPMPJnitialize which subsequently carries IPMP data 
to the specific tool which is also indicated in IPMPJtoitialize by the means 
of IPMP Tool ID in IPMPJtaitialize in IPMP JTool_Descriptor. 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

(10) Method of using IPMP Data in MPEG-4 IPMP system, at the IPMP 
terminal side, comprising the following steps of: 

The IPMP terminal extracts the IPMPJStreamDataUpdate containing the 
IPMP data from the IPMP Stream from the content stream. 

The IPMP terminal delivers the BPMP StreamDataUpdate containing the 
above mentioned IPMP data to the specific tool which is also indicated in 
IPMPJStreamDataUpdate by the means of IPMPJTooIDescriptorlD. 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it 

(11) Method of using IPMP Data in MPEG-n IPMP system, at the content 
author side, comprising the following steps of: 

Constructing IPMP data extending from some IPMP data base class, 
following the defined IPMP data syntax. 

Carry the IPMP data in defined position in the MPEG-n IPMP content 
stream. 

(12) Method of using IPMP Data in MPEG-n IPMP system, at the IPMP 
terminal side, comprising the following steps o£ 
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The IPMP terminal extracts the IPMP Data from the defined position in 
the content stream. 

The IPMP terminal delivers the IPMP Data to the specific tool which is 
also indicated by the means of IPMP Tool ID associated with the IPMP 
Data. 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

(13) Method of using IPMP video watermarking tool in MPEG-n IPMP system, 
at the IPMP terminal side, comprising the following steps of 

The IPMP terminal extracts the IPMP video watermarking initialization 
data from the defined position in the content stream. 

The IPMP terminal delivers the IPMP video watermarking initialization 
data to the specific video watermarking tool which is also indicated by the 
means of IPMP Tool ID associated with the IPMP Data. 

The IPMP video watermarking tool, upon receiving of such an IPMP Data, 
interprets it according to the specific IPMP data syntax, and act upon it. 

The IPMP video watermarking tool, when detecting a watermark from the 
video stream, notifies the terminal using IPMPJSendVideoWatermark 
message. 

3. DETAILED DESCRIPTION OF THE INVENTION 
3.1 Industrial Field of Utilization 

The present invention relates to content distribution and protection, especially to such 
applications where the protected content based on MPEG-n is consumed by different IPMP 
terminals, and the same content is protected by different IPMP tools. 

3 JL Background and Prior Art 

Content distribution is becoming more and more demanding as multimedia data and 
contents can reach anywhere and anytime. Users are happy with the convenience and 
flexibility, and they can enjoy entertainment easily and efficiently. On the other hand, 
content owners are worried about the illegal usage of their property. There is a balance 
between two sides. 
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There are a lot of protection techniques for protecting the content, such as data encryption, 
watermarkmg, etc. They have been implemented in many content distribution applications 
It seems different system employs different kinds of mechanisms and protection techniques 
to distribute content with protection All the terminals or content consuming devices in that 
case are only able to play and consume the content that is provided by the same content 
provider. They cannot exchange their terminal or device to playback different contents. 

In MPEG-n context, a standardisation group has been working on MPEG-2 4721 IPMP 
The solution is able to achieve both of the following: *" ' ' ' 

1. ^ 0 ^ ft ® Same P rotected content to be consumed on different vendors' MPEG-n 
IPMP Terminals. This will be folly enabled. 

2. Allow the same content to be protected by different vendors' IPMP Tools. This will be 
assisted to as large extent as possible. 

The prior art of MPEG-n IPMP is illustrated in Figure I. 

To achieve such a wide interoperability, IPMP data needs to be standardized IPMP data is 
the data that describes IPMP information, it may include time variant key that is carried in 
IPMP stream, it may also include tool initialisation information, or any data that an IPMP 
tool needs. However, so far, the standard of MPEG-2, 4, 7, 21 IPMP has not addressed this 
issue. 



5^*™! standardization of IPMP data, a IPMP tool from Vendor A will not understand 
the IPMP data constructed by Content Author B, hence the inter-operability will not be 
achieved, that is, the same protected content will not be able to be consumed on different 
vendor's MPEG-n IPMP terminals. 

33 Problem to be Solved 

In order to achieve a flexible and interoperable IPMP system structure for MPEG-n and 
other applications as described above, we should be able to allow the foUowings. 

1. Fix the syntax of various commonly used IPMP data, that includes 

a. IPMP opaque data 

b. IPMP decryption configuration data 

c. IPMP audio watermarking configuration data 

d. IPMP video watermarking configuration data 

e. IPMP key stream 

2. Fix the position of where the IPMP data should be carried in the MPEG-n content 
which is protected by IPMP. 

achieved 6 " mC intero P erabIe ™P system for MPEG-n can be folly 
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3.4 Means of Solving the Problems 

To solve the problem, to assure a clear and interoperable standard, the 
IPMP JData_BaseClass is defined, several IPMP data extending from this base class are also 
defined, which include IPMP opaque data, audio watermarking tool initialisation 
information, video watermarking tool initialisation information, IPMP key stream, etc. 

Figure 2 illustrates the defined IPMP data extending from IPMPJDataJBaseClass. 

Places where IPMP data extending from IPMPJDataJBaseClass are also specified Figure 3 
illustrates the places to cany IPMP data in MPEG-2 IPMP conent 3. 1 is the place in IPMP 
stream, where IPMP data can be carried in IPMP_info_message which will then form the 
IPMP elementary stream, IPMP_KeyData can be carried in this place. 3.2 is the place in 
IPMP Descriptor which is subsequently carried in IPMP Control Graph Descriptor in PSL, 
tool initialisation data can be carried in this place. 

In a first aspect of the invention, a method of using IPMP Data in MPEG-2 IPMP system, 
at the content author side comprises the following steps of: 

Constructing IPMP data extending from IPMPJDataJBaseClass, following 
the defined IPMP data syntax; 

Carry the IPMP data in IPMP Descriptor in IPMP Control Graph which is 
subsequently carried in PSL 

In a second aspect of the invention, a method of using IPMP Data in MPEG-2 IPMP 
system, at the content author side comprises the following steps of: 

Constructing IPMP data extending from IPMP_Data_BaseClass, following 
the defined IPMP data syntax; 

Cany the IPMP data in IPMP Stream, the IPMP data is wrapped in 
IPMP Jmfojmessage which has a destination address indicating which tool the IPMP data 
should be sent to. 

In a third aspect of the invention, a method of using IPMP Data in MPEG-2 IPMP system, 
at the IPMP terminal side, comprises the following steps of: 

The EPMP terminal extracts the IPMP Descriptor containing the IPMP 
data from the content stream; 

The IPMP terminal delivers the IPMP Descriptor containing the IPMP 
data to the specific tool which is also indicated in IPMP Descriptor by the means of IPMP 
Tool ID; 

The EPMP tool, upon receiving of such a IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

In a fourth aspect of the invention, a method of using IPMP Data in MPEG-2 IPMP 
system, at the IPMP terminal side is proviede. The method comprises the following steps 
of: 
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. ^ *1» WMP terminal demultiplexes the IPMP Stream containing the IPMP 

data from the content stream; 

tpa™ a * . Ti* tCnninal delivers ^ IPMP_info_message containing the 

™iS l a ^ too1 whose addrcss is ffldicated in the above mentioned 

lPMP_info_message; 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. interprets * 

Li a fifth aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP system, 
at the content author side comprises the following steps of: 

fte defined n.^°" t fx n>MP "** *" 

Carry the IPMP data in IPMP_Tool_Descriptor in OD stream. 

Jn a sixth aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP system, 
at me content author side, comprises the following steps of: 

tod^n^CScf MP "** eKte " ding 601,1 »*J>-L*-i»* fbUo^g 

In a seventh aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP 
system, at the content author side, comprises the following steps of: 

the denned rP^T^*"' fe>m ^-^B-Qass, fblbvrfng 

™« « 03,17 Ae data in IPMP Stream, the IPMP data is wanned in 

ffMP StreamDataUpdate which has a destination addnTss indicating 23m 
data should be sent to. 

In an eighth aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP 
system, at the IPMP terminal side, comprises the following steps of 

, to . T ^ e ffMP tenninal extract * the IPMP_ToolJDescriptor containing the 
IPMP data from the content stream; 

tdthtd ^ . T 16 D *? terminal delivers the IPMP Tool Descriptor containing the 
IPMP data to die specific tool which is also indicated in IPMP Tool Descriptor by *e 
means of IPMP Tool ID in IPMPJnitialize in IPMPJToolJJescriptorf 

The IPMP tool, upon receiving of such a IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

In a ninth aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP 
system, at the IPMP terminal side, comprises the following steps of: 
- t . m% _ The WMP terminal extracts the IPMP Initialize containing the IPMP data 
from the IPMP_Tool_Descriptor from the content stream; 

a , . ^IF^ *^ mal de,ivers lPMP_Tool_Descriptor containing the 

above mentioned n>MP_Init.alize which subsequently carries IPMP data to the specific 
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tool which is also indicated in IPMPJnitialize by the means of IPMP Tool ID in 
IPMPJnitialize in IPMP JTool ^Descriptor; 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

In a tenth aspect of the invention, a method of using IPMP Data in MPEG-4 IPMP 
system, at the IPMP terminal side, comprises the following steps of: 

The IPMP terminal extracts the IPMP_StreamDataUpdate containing the 
IPMP data from the IPMP Stream from the content stream; 

The IPMP terminal delivers the IPMPStreamDataUpdate containing the 
above mentioned IPMP data to the specific tool which is also indicated in 
IPMPJStreamDataUpdate by the means of IPMPToolDescriptorlD; 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

In an eleventh aspect of the invention, a method of using TPMP Data in MPEG-n IPMP 
system, at the content author side, comprises the following steps of: 

Constructing IPMP data extending from some IPMP data base class, 
following the defined IPMP data syntax; 

Cany the IPMP data in defined position in the MPEG-n IPMP content 

stream; 

In a twelfth aspect of the invention, a method of using IPMP Data in MPEG-n IPMP 
system, at the IPMP terminal side, comprises the following steps of: 

The IPMP terminal extracts the IPMP Data from the defined position in 
the content stream; 

The IPMP terminal delivers the IPMP Data to the specific tool which is 
also indicated by the means of IPMP Tool ID associated with the IPMP Data; 

The IPMP tool, upon receiving of such an IPMP Data, interprets it 
according to the specific IPMP data syntax, and act upon it. 

In a thirteenth aspect of the invention, a Method of using IPMP video watermarking tool 
in MPEG-n IPMP system, at the IPMP terminal side, comprises the following steps of: 

The IPMP terminal extracts the IPMP video watermarking initialization 
data from the defined position in the content stream; 

The EPMP terminal delivers the IPMP video watermarking initialization 
data to the specific video watermarking tool which is also indicated by the means of 
IPMP Tool ID associated with the JPMP Data; 

The IPMP video watermarking tool, upon receiving of such an IPMP Data, 
interprets it according to the specific IPMP data syntax, and act upon it; 

The IPMP video watermarking tool, when detecting a watermark from the 
video stream, notifies the terminal using IPMPJSendVideoWatermark message. 

3,5 Operation of the Invention 

8 
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Based on the rPMP_Data_BaseClass, some useful IPMP data syntax were clearly defined 
Suppose the content's video stream is encrypted by IPMP AES tool A, the content author 
can clearly define an AES tool initialisation information using 
IPMP_SelectiveDecryptionMessage extending from IPMP_Data_BaseClass. The 
uutialization information may include block size, encryption method. The entire 
IPMP SelectiveDecryptionMessage can be carried in IPMP Descriptor Cm MPEG-2 
IPMP case) or IPMP_Tool_Descriptor (in MPEG-4 IPMP case), as illustrated by 4 1 in 
Figure 4. 

The video stream may be encrypted by a time variant key stream. In this case, the content 
author constructs IPMP_KeyData extending from IPMP_Data_BaseClass which includes 
the tune variant key. The TPMPJCeyData is carried in IPMP Stream, as illustrated bv 4 2 
in Figure 4. ' 

The AES tool vendor can then conform to the same standard, and develop a AES 
Decryption tool A (as illustrated in Figure 4) that can understand the 
n»MP_SelectiveDecryptionMessage coming from IPMPDescriptor or 
IPMP_Tool_Descriptor in the content stream. 

Suppose the content's video stream is watermarked by IPMP Video Watermarking tool B 
the content author can clearly define a video watermarking tool initialisation information 
using IPMPVideoWaternmrkmglnk extending from IPMP_Data_BaseClass. The 
uutialization information may include chroma format, frame size, watermark payload to 
™^ U1 f^ ed ' whether to insert or extract watermark, etc. The entire 
IPMP_VideoWatermarkingInit can be carried in IPMP Descriptor Cm MPEG-2 IPMP 
case) or B?MP_Tool_Descriptor On MPEG-4 IPMP case), as illustrated by 4 3 in Figure 4 



The video watermarking tool vendor can then conform to the same standard, and develop 
tox e °rJ Vatermark tODl B (as ah «trated in Figure 4) that can understand the 
p?MP_VideoWatermarkingInit coming from IPMP Descriptor or IPMP Tool Descriptor 
m the content stream. ~ ~~ 

At the terminal side, when the terminal receives the content stream, it retrieves the IPMP 
Descriptor from IPMP Control Graph in MPEG-2's PSI. The IPMP Descriptor containing 
the IPMPSelectiveDecryptionMessage is delievered to the AES decryption tool A as 
illustrated by 4.4 in Figure 4. AES decryption tool receives this IPMP data, parses h 
according to the defined syntax, and configures itself 

The IPMP Descriptor containing the IPMP VideoWatermarkinglnit is delievered to the 
video watermarking tool B as illustrated by 4.5 in Figure 4. Video watermarking tool B 
receives this IPMP data, parses it according to the defined syntax, and configures itself. 

When the content flows ft, the MPEG-2 terminal's demultiplexer retrieves IPMP data 
which contains the time variant key from IPMP stream. It delivers this IPMP Data to 
AES decryption tool A as illustrated by 4.6 in Figure 4. Tool A receives this 

9 
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IPMP_KeyData, and uses the new time variant key to decrypt the video elementary 
stream. 

The video watermarking tool receives the video stream and in case of watermarking 
extraction, replies with an IPMPJSerulVideoWaterniark message carrying the 
watermarking payload as illustrated by 4.7 in Figure 4. 



3.6 Embodiments 

IPMP Data is carried in the IPMP protected content bitstream (MPEG-2, 4, 7, 21). The 
base class is defined as IPMP_Data_BaseClass. 

IPMP data that are all extended from IFMP_Data_BaseClass include the 
IPMP^AiidioWatermarkinglnit, IPMP_SelectiveDecryptionMessage, 
IPMP VideoWatermarkinglmt, IPMP_KeyData and IPMP_OpaqueData. 

3.6.1 IPMPJDataJBaseClass 

Syntax 

Aligned ( 8 ) expandable (2 28 -i> class IPMP_Data_BaseClass { 
bit (8) Version; 
bit (8) IPMP_DataTag; 

} 

Semantics 

Vers ion indicates the version of syntax used in the IPMP Data and shall be set to 0x01 . 

IPMP_DataTag indicates the tag for the extended IPMP data. The exact values for the 
extension tags are defined in the following table. 



Table - Tags for messages extending IPMPJToolMessageBase 



8-bit Tag Value 


Symbolic Name 


0x00 


Forbidden 


0x01 


IPMP OoaqueData tag 


0x02 


IPMP SelectiveDecrvotionMessafte tas 


0x03 


IPMP AudioWatennarkinElnit tag 


0x04 


IPMP VideoWatermaridnfiJhit lag 


0x05 


IPMP KevData tag 


0x06 -OxCF 


ISO Reserved 


OxDO-OxFE 


User Defined 


OxFF 


Forbidden 
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3.6.2 Places to cany 1FMP Data extended from IPMP_Data_BaseCIass 

IPMP Data extending from IPMP_Data_BaseClass could be carried in the following two 
places: 

• EPMP_Descriptor class (MPEG-2 system) 

• IPMP_info_message class which is subsequently carried in IPMP Stream 
(MPEG-2 system) 

• IPMP_Tool_Descriptor class (MPEG-4 system) 

• IPMPJnitialize which is subsequently carried in D?MP_Tool_Descriptor class 
(MPEG-4 system) 

• 2PMP_StreamDataUpdate which is subsequently carried in IPMP Stream 
(MPEG-4 system). 

In MPEG-2 system case, the IPMP_Descriptor and IPMP_info_message need 
modifications as below: 

3.6.2.1 IPMPDescriptor 

The new syntax for this should be: 



Table - IPMP Descriptor 



Syntax 


No. of bits 


Mnemonic 


D?MP_descriptorO { 

descriptor_tag 

descriptorlength 

IPMPDescriptorlD 

IPMP_TooHD 

numControlPoints 

for ( i=0; i<numControlPoints; i++) 

controlPoint 
sequenceCode 
IPMP Data length 


8 
8 
8 
128 
8 


Uimsbf 
Uimsbf 
Uimsbf 
Uimsbf 
uimsbf 


8 
8 
16 


uimsbf 
uimsbf 
uimsbf 


for(i=0:i<N:i-H-H 


IPMP Data 


> 


} 

» 



where the D?MP_Data is the IPMP Data extended from D?MP_Data_BaseClass. 
3.6.2.2 IPMPJatfojmessage 
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The IPMP Stream should be a concatenation ofDPMP info messages, with the new syntax 
defined below. 



Table IPMP Info Message 



Syntax 


No. of bits 


Mnemoni 
c 


IPMP_info_messageO { 

IPMP descriptor id 
control__point 
length_of_mcssage 
EPMP Data length 
fbr(i=0;i<N;H-i-){ 
IPMP data 

} 


8 
8 
16 
16 

8 


uimsbf 
uimsbf 
uimsbf 
uimsbf 

uimsbf 



where the IPMP Data is the IPMP Data extended from LPMP_Data_BaseClass. 
3.6.3 Types of IPMP Data that extends from EPMPDataBaseCIass 

3. 6.3.1 Opaque Data 

There are many cases where opaque data may be needed for certain tools. Hence 
IPMPOpaqueDatatag = 0x01 is reserved for carriage of opaque data. The syntax is 
illustrated below. 

class IPMP_OpaqueData extends IPMP_Data_BaseClass 
: bit (8) tag = IPMP OpaqueData tag 

{ " * . 

ByteArray opaqueData; 

> 

3. 6.3.2 Selective Decryption Configuration Message 

The class IPMP_SelectiveDecryptionMessage as defined in Annex A of [1] should now 
be extended from IPMP__Data_BaseClass instead of IPMPToolMessageBase. The tag 
for this class should IPMP_SelectiveDecryptionMessage_Tag as defined in the above 
table for IPMP_Data_BaseClass tags. 

3.6.3.3 Audio Watermarking Configuration Message 

The class n»MP_AudioWatermarkingInit as defined in Annex F of [1] should now be 
extended from IPMP_Data_BaseClass instead of EPMPTooIMessagefi ase. The tag for 
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this class should IPMP_AudioWatermarkingInit_Tag as defined in the above table for 
IPMP_DataJ8aseClass tags. 

3.6 3.4 IPMP Key Data 

The IPMP JCeyData is defined to extend from IPMP_Data_BaseClass. This IPMP data 
could possibly be carried in IPMP_info_message which is subsequently carried in IPMP 
Stream. This facilitates the time variant key carried in EPMP Stream. 

Syntax 

class IPMP_KeyData extends IPMP_Data_BaseClass : 
bit (8) tag - IPMP_KeyData_tag 

.{ 

ByteArray keyBody; 

bit(l) isTimeScheduled; 

const bit (7) reserved = ObOOOOOO; 

if (isTimeScheduled) 

I 

bit (33) PTS; 

const bit(7) reserved « ObOOOOOO; 

) 

ByteArray OpaqueData; 

} 

Semantics 

keyBody - the body of the key. The value shall be data that conforms to a rule for data 
structure of the key defined outside of this document 

IsTimeScheduled - Specify if the key is scheduled to be active at a certain PTS value. 
If this value is set to 1, there should be a PTS value followed indicating the activation 
time. 

OpaqueData - Any other opaque data carried in this IPMP data. 



3.6.3.5 Video Watermarking Configuration Message 

IPMP_VideoWatermarkingInit data is used to intialise a Watermarking Tool about the 
process of insertion/extraction of the watermarking pay load into/from a video stream 

Syntax 

class IPMP_VideoWatermarkingInit extends IPMP Data BaseClass : 
bit (8) tag = IPMP VideoWatermarkinglnit tag 

{ 
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bit ( 8 } inputFormat; 

bit ( 4 ) requiredOp; 

bit {1} hasOpaqueData; 

const bit (3) reserved = ObOOO; 

if (inputFormat YUV) 

i 

bit (16) f rame_horizontal_jgize; 
bit (16) f rame_vertical_size; 
bit (8) ch r oma__f o rma t ; 



if { (requiredOp = INSERTJ0M) | | (requiredOp == REMARKJWM) ) 

bit (16) wmPayloadLen; 

bit ( 8 ) wmPayload [wmPayloadLen] ; 



if ((requiredOp = EXTRACTJWM) ) 
bit ( 16) wmRecipientld; 



if (hasOpaqueData) 

bit (16) opaqueDataSize; 

bit (8) opaqueData [opaqueDataSize] ; 



Semantics 

The IPMPjrideoWatexmarJclnelnit data delivers to a watermarking tool all 
the information about the characteristics of the video content, the type 
of action to be performed on it and, possibly other related proprietary 
data required by the watermarking tool. Furthermore in case of: 

• insertion, the watermarking payload to be inserted; 

• extraction, the ID of the recipient of the watermarking payload 
is provided; 

• remarking, the watermarking payload to be inserted; 



inputFormat The format of the video input stream, as indicated 

in a Table to be maintained by a registration 
authority. The Table shall contain at least all 
video formats indicated in Table 8 
"ObjectTypelndication values" in [3] 

RequiredOp The operation that the watermarking tool is required to 

perform on the audio stream. The following values are 
allowed: 
INSERT JM = 0 
EXTRACTJWM=1 
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frame_horizontal^s 
ize 

f rame_verticai_si z 
e 

chroma format 



WmPayloadLen 

WmPayload 

WroRecipientld 

HasOpaqueData 

OpaqueDat aSi ze 
OpaqueData 



REMARKJ3M =2 

ISO reserved » 3 ,.10 

User defined = 11.. 15 

Horizontal size of the yuv frame 
vertical size of the yuv frame 

chroma_f ormat : 0x01=4:2:0, 0x02=4:2:2, 0x03=4:4:4 
ISO reserved =0x04 -OxAO 
User defined = OxAl . .OxFE 
Forbidden: 0x00, OxFF 

the length of the watermarking payload in bytes to be 
inserted in the video content. 

the watermarking payload to be inserted in the video 
content 

the address of the destination tool, to which the 
watermarking payload and compression information must be 
delivered. 

a flag that Indicates if the message also carries 
opaque data information for the watermarking tool. 

the length of the opaque data field in bytes 

the opaque data field carrying proprietary 
information to the watermarking tool (e.g. 
initialisation parameters r like specific algorithm 
id, keys, etc. ) 



3.6.4 IPMP_SendVideoWatermark Message 

The Watermarking Tool receives the video stream and in case of watermarking extraction, 
replies with an WMP SendVideoWatermark message carrying the watermarking payload. 

Syntax 

class IPMP^SendVideoWatermark extends IPMPJToolMessageBase : 
bit (8) tag m IPMP_SendVideoWatermark tag 

{ 

bit ( 4 ) wmjstatus ; 

bit { 1 ) hasOpaqueData ; 

bit (3) reserved = ObOOO; 

if (wmjstatus — WM_PAYLOAD) 

{ 

ByteArray payload; 

} 

if (hasOpaqueData) 
{ 

ByteArray opaqueData; 

J 
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) 

Semantics 

A watermarking tool, which has been required to perform payload extraction by means 
of an IPMP_VideoWatermarkingInit will send this message to wmRecipientld each time 
a new watermarking payload is extracted from the videocontent. 



wm status 



hasOpaqueData 

payload 

opaqueData 



the result of the check if watermarking was present If 
watermark was detected, then this value also says if the 
payload extracted is carried inside the message or not. 
Possible values are listed in the wm_status fctole below, 
a flag indicating whether this message carries opaque data. 

the watermarking payload extracted from the video content. 

opaque data from die Watermarking Tool. 



wm_status table 



WMPAYLOAD 


watermarking was present in the video stream, payload is 
carried in the message. 


WMJsfOPAYLOAD 


watermarking was present in the video stream, no payload is 
carried in the message. 


NO WM 


watermarking was not present in the video stream. 


WMJJNKNOWN 


the Watermarking Tool was unable to detect whether 
watermarking was present in the video stream or not 
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4. REFERENCES 

[1] "MPEG -2 IPMP", ISO/EC 13818-1 :2000PDAM2, March, 2002 

[2] "MPEG -4 IPMP Extension", FPDAM ISO/IEC 14496-1:2001 / AMD3, March, 2002 

5. Effective of Invention 

To achieve a wide interoperability for MPEG-n IPMP system, IPMP data needs to be 
standardized. IPMP data is the data that describes IPMP information, it may include time 
variant key that is carried in IPMP stream, it may also include tool initialisation information, 
or any data that an IPMP tool needs. 

To solve the problem, to assure a clear and interoperable standard, the 
IPMP_Data_BaseClass is defined, several IPMP data extending from this base class are also 
defined, which include IPMP opaque data, audio watermarking tool initialisation 
information, video watermarking tool initialisation information, IPMP key stream, etc. 

Places where IPMP data extending from IPMP_Data_BaseClass are also specified. 

With the above work, a IPMP tool from Vendor A will be understand understand the IPMP 
data constructed by Content Author B, hence the inter-opcrability will be achieved, that is, 
the same protected content will not be able to be consumed on different vendor's MPEG-n 
IPMP terminals. 
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6. BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 shows IPMP architecture for generic IPMP as the prior art; 

Figure 2 shows the types of IPMP data extending from IPMP DataBase; 

Figure.3 shows the places to carry IPMP data in MPEG-2 IPMP content ; 

Figure.4 shows the how MPEG-2 IPMP terminal processes IPMP protected MPEG-2 
content using IPMP data ; 
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mm*: frmmmmm 

ABSTRACT 



MPEG-n IPMP system with a wide interoperability is provided. 

For this purpose, the IPMP_Data_BaseClass is defined, several IPMP data extending from 
this base class are also defined. IPMP data is the data that describes IPMP information, it 
includes: 

• IPMPOpaqueData 

• IPMPjSelectiveDecryptionMessage 

• B?MP_Au<uoWatermarkmgInit 

• IPMP^VideoWaterraarkinglnit 

• IPMPJCeyData 

Places where IPMP data extending from IPMPDataBaseClass are also specified. 

With the above work, a IPMP tool from Vendor A will be able to understand the IPMP data 
constructed by Content Author B, hence the interoperability will be achieved, that is, the 
same protected content will be able to be consumed on different vendor's MPEG-n IPMP 
terminals. 
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mmm 

mm V>&WL MPEG-n IPMP (*t»ffi#*©«3i3 J: © fc 
«) tf> I P M P "r- * (DfflHJi& 

. CSf#«l] MP EG- 2 I PMP i/X^A^Cj3V\T=I>^> v yM^# 
I PMP_D a t a_B a s e £r £>&&3ft & I PMPf-f 5:^© 

I PMPSBM^fttfHPMP-r 1 -*^ ^iCP S I tc^^tiS I PMPfrj^f 

[ff^2] MP EG- 2 I PMPi/X^ACfeV\Tn>5=-> N y^If^# 
«*ei PMPf-^$:IWt5^T^ot, 

I PMP_D a t a_B a s e V 7,frhffim-£Mz. I PMPf-^&M© 
I PMP-^-^flfcfcKlftoTlB&^S;* 5^:74:, 

I PMPf-^tll PMPX hV-<UKMW:-?Z>XTv7£Z<£^ 

i PMPf-^it i PMPr-$tfmbnz>'<gv-;i%:m7jk-tz>m9ny k 

t/X^t? I PMP_i n f o_me s s. a g e ft}CJ&t#> £: 

[»^3] MP EG- 2 I PMP>>X^<MC&V^ I PMPSS-fcfflfT? 
I PMPf-^.lrKIMtS^^ot, 

I PMPi*^, 3Vf>f^h'J-A^^ I PM P:r — # ^cltf-fr I PMP 

I PMPSgm I PMPr-^ Sr^-tf I PMPfHat^fc, IPMP^-M 
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[9Mfcg4] IPMPS|gfT'MPEG-2 I PM P i/X^AlCfe 

ttfia I PMP$g5fc#, zr>^>^^. h U -Afr£>© I PMP-r-* £#tf I P 
MPx h y-A£^;i/^ Wx-tsx^y 

tttfSI PMPi^, I PMPf-^ PMP_i n f o_me s s 

a g e ±&<D I PMP_i n f o_me s s a g e KIT K UXi^m^ tlT 

t&SBI PMP7-M IPMPf-^^itfei:^!:, ^-tiSrm^^IP 
[ff^^5] MPEG-4 I PMP$/XrAtCfeV\T3>T>^l§#f 

«t- 1 pmp^-# *mm-tz>-%&r*2b^T. 

I PMP_D a t a_B a s e # ^Xfr *l£ I PMPf-^^t® 

I PMPf -^i*ictotIMSXT>y^i:, 

I PMP__T o o 1_D escriptor ft£> I PMP.f-^ODX h V 

[ff^tg6] MPEG-4 I PMPi/;*^AC£V^T:2>■^:yy§S^## 
^|l!r•eI PMP^-^&fUMi-S^T^oT, 

I PMP_D a t a_B a s e ^ "yXi^^WM^^tc I PMPf-^&^fi) 
I PMPr-^i]S:ictotI^t5Xf>y^i:, 

I PMPr-^?: I PMP_I nitializ? MMfr**S:*"X-y 

I PMP_I nitialize l*^0)^fCO DX h U -AftCD I PMP_T 

0 o 1_D escriptor (CttttS 3x5 Zl £ 

[»*^7] MPEG-4 I PMP^X^A&C£V^n>^;vy§gft;# 
PMPr-3! *mJ%t&l5&T*tb^T. 
I PMP_D a t a_B a s e V <7*frhWM°&1n>tz. I PMPf-^&M© 

1 PMPf-^iS:K:^oTWt§^f>^i:, 
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I PMPf-^II P M P X h 'J - A IC^I t S ^ ^ i: 

i PMPf-^s, i PMP-r-zfimbnz^y-Kzmtt-tzf&ftr k 

U^&ttS I PMP_S t r e a mD ataUpate ^tlS Z. H 

[»#3£8] MPEG-4 IPMPi/XfA|:feV^TIPMP^IT* 

f&iBl PMP5g5fc#\ ny^yy^ b U I PMPf-^ £-^tf I P 
MP_T o o 1_D escriptor IriffifS^fyyt, 

mmi PMP5§5fc#\ I PMPr-^t £-^tf I PMP_T o o 1_D e s c r 
i p t o r I PMP_I nitialize iZ&\^T I PMP_I n i t i 
alizefiCI PMP^-;i/I D IC J: o Tj|^$tl§m^(3D^-;b^M"rS 

mmi pmp7-;i/^, iPMPf-^Mbfc&f,}i ^ti^m^ip 

[ff3t^9] MPEG-4 I PMP^XfAC^V^tl PM'PMt* 
I PMPf-^^WtS^tfeoT, 

fusBI PMPTO, n^^^^X h U ~A>£>© I PMP_T o o 1_D e 
ioriptor*&, I PMPf-^ I PMP_I nitialize 

Mmi PMP3§5fc#, ffigBI PMP_I nitialize £-£tf I PMP_ 
Too 1_D escriptor &j?f5ttf>y-;WCiB'fg b> 

B&iai PMP_I nitialize fcfc^CD^T? I PMPf-^^iU 

l9IB3T^(D^-;Hi, IPMP Init ial i z e iCiSt^T, I PMP T 

o o 1_D escriptor I PMP_I nitialize ft© I 

PMP7-^/I DtC£oT^3*U 

iufHI PMP7-;i/^, -e©IPMPf-^?:gf bfciitt:, 
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[»M10] MPEG-4 IPMP^fAiC^^TIPMP^ffi 

ttf sH I PMPSg;^ h U-Aj^e>© I PMPX hU-Afr£>. 

I PMP<r-# &-^tf I PMP_S treamDataUpate £*ftffi-f-<SX 

IfTSai PMPSm UfSBI PMP^-^Sr-g-tf I PMP_S t p e amD a 
t aUp a t e £u itfgB I PMP_S t reamDataUpat eic£v^% 
I PMP_T o o 1_D escriptorl D \Z «fc o Tj|^$ tl&ftfr&O)^ - 

ttfil PMP*;-^, ioiSI PMPr-fl:Sibfei:tK:, ^ti&m^© 
[fMU] MPEG-n I PMP*/X^A&C&V^:2>^>yWE 

ffli-ei pmp^-# OTtast^ot, 

V>< ofrtf) I PMP_D a t a_B a s e >7 57.fr btfc^&tlfc. I PMPf- 

# & ffi ^ <z> i p m p 7 s - # flfcfc I c fig o T ^ t* 3 * tt V -J £ , 

tlBIPMPf-^SMPEG-n I PMPn^f^^Xhy-A^ffl^ 

[f^l2] MPEG-n I PMP^/X^AiCfeV>T I PMPs^5Kfi!l 
1? I PMP^-#£#JM1-<5#&T'&oT, 

uriai pmp^ h y -Aft<z>m5£<z>&e^e> i PMPf- 

t5IBIPMP5S*^ IfflSI PMPf-^t tffgBI PMP^-^tcHStfsfW 
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[IM13] MPEG-n I PMP^^-MCfcVNT I PMP^l 
IfffHI PMPS^, 3>f> N y^ h U-AW©m^<3D^S^& I PMPlf>r 

mmi pmp3§^> ttfiai PMPif^^^bia^b-r-^^. ipmpt 

B&ISI PMPtf^^^b^-;!/^ tf^^-x hy-A^e>«^g^L£;&ffi 
b^g-^-iC, I PMP_S e n d V i d e oWa t e r m a r k* 

[0 0 0 1] 

T*#> ^-n>-r>y#J|fc£ I PMP^-;WCJ: y#M$tiST^U^-i/a 

[0 0 0 2] 
[i£5fc<Z)&fl5] 

[0 0 0 3] 
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. Z$.g£teny'ryymmT7V>r-i'nyKmmZftT%f=. e ny^yv* 
X. WOny^yv^fuA^ Zny^-yvh frM^nrnft "??t§&v> 

[0 0 0 4] 

MPEG-n□>f^X^^C^V^t, «W^MPEG-2, 4, 7 

1. ^CiI^Stlfc3>r>^^S^>^-(Z)MPEG-n I PM 

2. m—<DnyTyy*mktez>'<y#-<D i pmp^-;wc £ y^-e^s 

[0 0 0 5] 

MPEG-n IPMP0TOI5:®li3t a 
[0 0 0 6] 

>&mft&& a i PMPf-^tti PMPWfgsiax&'rs^-^^fe';, ipmp 

* bU-A&CTliSH3*l£B§r^&#3f- (time variant key) £-^A,T*^T <fc < 
, £f=.y-}V%}Mikmm. &SV^I PMPy-«Ii:tSftf0f-^5: 
-£A,WCJ:V^ b^U 3*li;T*tf)£3 5, MPEG-2, 4, 7, 2 1 IP 

MP<D&mizz.<DmmizMi&i,x^&\ l ^ 

[0 0 0 7] 

I PMP^-^OD^MsMbiCte, Ky#-A(D I PMP^-^±3>f>^ 

^C§lS:^fe3>f>^l:M&S^>^©MPEG-n 
I PMP^±T^JMi"<5^il^T*^^V> 0 
[0 0 0 8] 
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±&<D ZoK. MPEG-n ^CDffitf) TzfV>T -*/ a > |fff tt IC^l&frofBSfll 

a. I PMPt/t-i'f-^ 

b. IPMPiin>7^1/-i/3>r-^ 

c. IPMPf^b3>7^l/-i'a>f-^ 

d. IPMPtfftl^tn>7^^l/-J/a>f-^ 

e. I PMPdf-X hU -A 

2. I PMPiCj: y^^tl-SMPEG-nn^^^^l^C^^tLS^^ I 
PMPf-^OfittSHStS. 
[0 0 0 9] 

±IBi-^Ttffafe3 MPEG-nffi©tl2^JM"Rrtg^I PM 

[0 0 10] 

[iisM&j§?&«£«>©#m] 

I PMP_D a t a_B a s e ir^Xj^ftiStl, 3£>^-*# ^Xfr£fi£§S£ 
*tfcVN<o*>><Z> I PMP^-##*£:5i«£*l£ 0 r*UC&I PMP^-^f 

wa»iy-^tjjiftf«, tf^a^u^-^ttjBflsw*, ipmp 

[0011] 

I2IC, I PMP_D a t a_B a s e # ^Xfr £>&§gbT5g^£ tlfe I PM 
P-r-#£at1-o 

[0 0 12] 

I PMPf-^t^I PMP_D a t a_B a s e * 5>*<Z) if r ^JfeSR^S 
frfc'ifcjasSftTV^. MPEG- 2 I PMPn>f>^{Cfe^5 I 
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PMPf-^©|&if^^t. 3. lit. IPMPf-^^, IPMP_in 
f o_me s s a g e |*JKI;&^£*1§ I PMPX b U - i*ft<Z>&S£^t\ I P 
MP_i n f o_me s s a g e^itIPMP©xV^>^.U^b'J-A$: 
Mt5. I PMP_Ke yD a t attr©»tit63^t5„ 3. 
2&I PMPfB^^-eCD^e-e^U, I PMPflBJtfttlH^TPS I \ft(D I P 

[0 0 13] . 
#2&^<£Hl©J»*il&C;m^ MPEG- 2 I PMPJ/XfACfeVNT3> 
PMPf-^^JffltS^it I PMP_D a t a_B a 

s e ^^^^ej^snfe i PMPf-^§Moi PMPf-^ts:i:tot 

I^tS^f^^i:, I PMPgBj&^ftOlPMP^-**, ^{CPSlicgBS 
I PM PW^ 7 M&^t*S*^y 
[0 0 14] 

^E@©H2<Dffi#{C^3V>T, MPEG-2 I PM P t/Ts^r n > 

^>^Mf^«-e I PMP^-^^IJMf I PMP_D a t a_B a 

s e^^^^e>ffi55$tl^I PMPf-atSMOI PMPf-^it^ot 

s^ts^f^^t, i PMPf-^^i PMPxhu-AtcmM-r^x^^^ 

IPMPf-^lt I PMP^-^^jt^tl-S^^^-^Srfl^-rS 
^7 KUX£-£tr I PMP_i n f o_me s s a g e ftiZUfo £ *l£o 
[0 0 15] 

*l§^©H3©M#iCfeV\T, MPEG-2 IPMPi/^fA^C33V^tIP 

MP®tiT'i PMPT-**mm-tz>j?mz. i pmp», 
hu-A^?), i PMP^-^fc-g-tf i PMPm^^mm-t^^y^t., I 

PMP3g5fc#, I PMPf-^^I PMPIB^S, I PMP^/-;i/I DIG 
iot I PMP|HM^K:i3VNTll^$4x-S#^©^-;b^ieM > rs^7 i y^ , il, 
IPMP^-M -£©J:e>&I PMP"r-#&^fSL££:££, ^ti&m^CD 
. I PMP^-^lfclC^oT^U -ec?)^lC*V>Tl&^ > t<5X^y^ , ilS:^ 
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[0 0 16] 

#i£BJi<D04©j^|}C33V^ IPMP^lT'MPEG-2 IPMP>>X 
^A{C£v<T I PMP^r-*%:m^Z>-%mt. IPMPJB*tf, 
U-Afr&CDI PMP^-^fc^tf I PMP^h'j-A^rT^f^l'^XtS 
X"rv7£, IPMPSg^jtf, I PMPf-i! PMP_i nf o_m 

e s s a g e Sr. Jt&R© I PMP_i n f o__me s s a g e iCT Fl/Xtf^^ 

tiTv\sm^<z) N y-;i/^fB#'r^^^^^'i:. ipmp*;-^, i PMPf- 

[0 0 17] 

##£^CDS5GDMtlK:£VNT, MPEG-4 I PMP S/X^AlC^Tn > 
^>y$g##{(8JT* I PMP^-^^fUM-r^^^ I PMP_D a t a_B a 
s e ^Xfrb&SgS^fc I PMP-^-tffcmJtGDI PMPf-^tf^CtoT 
fB^-T^X^y I PMP_T o o 1_D escriptor ft(D I PMP 

7 - * £ O D X h U - A ICftHrT -5 X <r v £ Z & ti . 
[0 0 18] 

^^©^©JB^JCfcV^ MPEG-4 I PMP S/X^AIC&V^ n > 
^>^|g##{mil?I PMP^-^&S&Iffi-tS^iM*, I PMP_D a t a_B a 
s e ^^X^e>J£^$tlfe I PMPf-^SMOI PMPf-^it^oT 
igj?Bi-<5X^y:/£, I PMPf-^?: I PMP_I nitialize IC&Jj© 
-T^^yzft^tio I PMP_I nitialize tt-e®tlCOD^ h U 
-Af*I<Z> I PMP_T o o 1_D escriptor iCf&lfi £ *l S a 
[0 0 19] 

*ftW<Dm7 (DMUKlS^T. MPEG-4 I PMP i/XrAJCfc^tn V 
Tryymft%Wei PMP^-^&frJW-t**^*, I PMP_D a t a_B a 
s e^^X*ve,ffc»S*lfeI PMPf-^t&MOI PMPf-^iilC^ot 
H^SX^:/^ I PMPf-^ £ I PMPX h 'J-A(C|&it5Xf>^ 

££^fro iPMPf-^(t i PMP?-&*mbnz'*ny-fls*iTi'?m9G 

T Klx^&ftS IPMP_St re amDat aUpat e tCJR#> 
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[0 0 2 0] 

*mma>%$&<ommK&^T, MPEG-4 I PMPS/X^AtCfevSTI P 

MPSg5fMWT*i PMPT-ZZmm-tZljmz, ipmp«^, ziy^yy* 
h U — Aj^£>, I PMPf-^ £-#tf I PMP_T o o 1_D escripto 
r&iffitS^ffyt, -IPMP$65fc#, IPMPf-^5:ttfIPMP_T 
o o 1_D escriptor I PMP_I nitialize ICfcVNT I 
PMP__I nitialize f*J(Z> I PMPy-;i/I DJC i. oT*g*t£*l£/9T5t 

©y-;i/'\S2'fB't£x-r i pmp*;-^, i PMPf-^l^fbfc 

[0 0 2 1] 

*^©I9 <Z)M^lCfeV\T, MPEG-4 I PMP^X^AIC&VNT I P 
MP^ffiUT-I PMP^-dtfeJfrJMf I PMP^, 

h U -A^e>© I PMP_T o o 1_D escriptor frh. I PMPf- 
#£-^tf I PMP_I nitialize ?:iffit5^r5/ I PMP«* 

I PMP_I nitialize fc-^tf I PMP_T o o 1_D e s c r i 
p t o r *ffim<DV~;MzmmV. I PMP_I nitialize l*^(D%kT* 
IPMPf-^&^iU IPMP^-^, *<DI PMPr-^&fibfcfc 

& 5 ^fJtCD^-^/tt, I PMP_I nitialize 

V^, I PMP_T o o 1_D escriptor &C&tf S I PMP_I nit 
i a 1 i z e |*I<JD I PMPy-;i/ 1 DlC£ oTm£*l£ = 
[0 0 2 2] 

1 0tf>ffi$t&CfcV^ MPEG-4 I PMP i/X^AlCfcVNT'l 
PMP«*WT?I PMP^-^fefUffl-rs^f?*^ IPMPW, 
* MJ-AfrkCDI PMPX hU-A^e>, I PMP^-^fc-^tfl PMP_S 
treamDataUpate &ifl}tSXf^^il> I PMP3g5{5# I PMP 
7 s —* ZSti I PMP_S treamDataUpatefc, I PMP_S t r 
eamDataUpate JCfeV'vT^ I PMP_T o o 1 _D escripto 



1 0 
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ifi* !9fiIPMPf-*=fegfbfeii*K:, *&*m%G>l PMP-7=-##:fclc 

[0 0 2 3] 

^(Z>H 1 0>milC;i$V^> MPEG-n I PMPi/XfAiCfeV^t3 
>^>^tI##«!lT* I PM PS*- * «:?tf V^ofrtf)I PMP_D 
a t a_B a s e V 7.frhWm-£frfc I PMPf-^^^ffl I PMPf 2 -* 
it{C^t||^t5Xr7^^, I PMPf-^MPEG-n IPMPzi 

[0 0 2 4] 

#|gi9!tf)||l 2 0MI&C&VM:. MPEG-n I PM P ^X-irAlCiiD VvT I 
PMPSigflT*l PMPf-^?:iffltS^}t IPMP», ziy^yy 
XhV-&ft<Dffife<D®.mfrb I PMPf-^^iffifS^f^^, I PMP 
S85fc#, IPMPf-^5:, I PMP^-^JCWSttftt&tlfc I PMP7-M 

I PMP^-# £^Sb£££tC. *n*ffife<DI PMPr-^iAfCtoTl 

[0 0 2 5] 

#3§9!tf>lll 3 ©ffittilCfcV^, MPEG-n I PMPi/^r^(C^V\t I 
PMP^It% I PMP tf 5**33^ b^-^&5fiIM*rS*j£tt, IPMPJB* 
3>f>7X h 'J -AftCD^COSf ^f) I PMPfcfT^^b^MST 1 - 
it&ttffitS^f^^^ IPMP«85K#, I PMP VrX-mfrhmMifrr-* 

i PMP^-^^M^t-t&tifc i pmp»;-m Diz^^xm^n^>m 

, IPMP^-^^f bfe^flC, PMP^-^i^Ctot 

sbiru ^*ucsv^iMl^Tfte>:*-rvy£> i PMPtff»b^-;i/^ 

, tf^XhU-A^e>m^^l/5:^mbfe^{C. IPMP_SendVi 
d e oWa t e r m a r y^-PZm^XV&mzmftl-t&^'rv'JlL £#t? 

a 



mH# 2003-3041533 



#2 002—127121 



[0 0 2 6] 

I PMP_D a t a_B a s e # {Cgt5v\T, V 1 * < O^CO^M^ I PMP 

e sy-;i/A&c£ yBt#ft3*iT^££*r£&e>k£> n>^>yf!H£#fci:> ip 

MP_D a t a_B a s e ? ^X^£>}£§S£*l£: IPMP_Selective 
Decryptio nMe s s a g e fcj^TAE S V - &HJ!5£ iC 

4<£>4. 1 iC^i-J: o }C> I PMP Select iveDecrypt ion 

Me s s a g e£#>^ MP E G- 2 I PMPGD^-tS I PMP_D e s c r 
iptor (IMPMIHkI^) fC. MPEG-4 IPMP©i^liIP 

MP_T o o 1_D escriptor (IMPM^-MBl?) KfefflX*%Z> 

a 

[0 0 2 7] 

CKDfi^ n>^>^tf##l±^^#^r-S:^-tJ I PMP_D a t a_B a s 
e^7^^tlfcIPMP_KeyData (IMPM^-t 2 -*) 
ffc-tZo 040)4. 2lC^-tJ:e){C, I PMP K eyDat alii PMPX b 

[0 0 2 8] 

«eot, ae sy-;i/^>#-&|i3iD^mK:$£vv n^vy* h u -Aft© 

I PMP_D escriptortfclil PMP_T o o 1_D e s c r i p t 
o r^b3KS I PMP Se 1 e ct i veDe crypt i onMe s s ag 

[0 0 2 9] 

n^-r^y©^^* h V-Aic I PMPtf^3gA^b^-;i/Blcj:ym^ 
frL#tftt£*lTV%££'(K)£t- tilts 3>r>«f»IPMP_Dat a_ 
Base #^X^e>&3g£*lfc I PMP_V ideoWatermarking 
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fC, I PMP_V ide oWa termarkinglnit 
IPMPfBl^- ( MPEG-2 IPMP©^) , *fcttIPMP_Too 
1_D escriptor (MPEG-4 I PM P £fgg7?£3 0 
[0 0 3 0] 

— A<Z) I PMP_D escriptor^fc&I PMP_T o o 1_D e s c r 
i p t o r 3^£>5fc<§> I PMP_V ideoWatermarkinglnitt 
mm-t&VttMfrLV-JVB'k (04 {C^VT H^tS^t^t'tS. 
[0 0 3 1] 

S§5fcfltt?tt, ^m^yryVXbV-A^mht^H^iz^ MPEG-2® 
P S I ft© I PMP||»^77^fi I PMPfBM^^yffit, 134 ©4 .4 IC 

^"t"<J: :> IC, IPMP Select iveDecrypt ionMes sag 

e Sr-g-tf I PMPIB^^AE Sj»«y-;i/AK:BHff3*l*. AE SgiWy-;!/ 

[0 0 3 2] 

®4 tf>4 . 5 SC^-T <fc-MC I PMP_V ideoWatermarking 
I n i t fc^frl PMPfH^^tf^^b^-^BlCiB^^tlSo tf-r^-jS 

^b^-^Bui0i PMPf-^^iu mmt&tntmjcK.ftvxmmisT 

[0 0 3 3] 

3>f>y^MPEG-2^{C^Atfc^&H MPEG-2»f^ 
I PMPX hU-A^&, B3TOfc#3r-&-£tf I PMP-r-#& 
^Uffi-To S40D4 . 6^1-^-9 JC, r©IPMPf-^^AES»-^ 
AtCSHM^^So ^A[^0lPMP_KeyDatagfU £fbVM£fm 
~ & M V^ T t^ 2 :** X 1/ * > # U * h U - A & §PMlT £ . 
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[0 0 3 4] 

tr-T^a** by 04 ©4 . nzm-t&z)^ ifft^h'J-A&Sf 

U m-frLt>mm-£ftt~% : &te> I^L^n - K&iitS I PMP_S e n 
dVideoWate rmark;* yfe — ^"Sr/S^t* So 
[0 0 3 5] 

i pmp^-^&i pmp^cj: y umzftfc^yT-y v tr y h u -a ( 

MPEG-2, 4, 7, 2 1) {C^^$tlS= ^~X^7^tiI PMP_D a t 
a_Base?7Xttt^i§nS. 
[0 0 3 6] 

"T^T^I PMP_D a t a_B a s e V ^ * 3 *l £ I PMPf-^ 

I PMP A udioWatermarkinglnit, IPMP_S 

electiveDecryptionMessage, IPMP V i d e o 

Wat e rmarkinglni t , IPMP_KeyDat a, fei^IPM 
P_0 paqueDat a #^£*l£„ 
[0 0 3 7] 

(1. IPMP_Data_Base^7^) 
Wt% : 

Aligned(8) expandable (2 28 -l) class IPMP_Data_BaseClass { 
bit(8) Version; 
bit (8) IPMP_DataTag; 

} 

[0 0 3 8] 

M.^ : 

Versionlt I PM P-5 2 - # T*M ^tiSit© A- V a > £j*U 0 
x 0 1 JCK)tSti«. 

I PMP_D a t aT a g PMP^-^CD^t ^Sr^= %3& 
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I PMP_T oolMessageBase yfe-S?JC 



8 




0x00 




0x01 


IPMP OnaaueData tae 


0x02 


IPMP SelectiveDecryptionMe3saee_tae 


0x03 


IPMP AudioWatermarkinelnit tae 


0x04 


IPMP yi deoWatermarkinglnit _tag ' 


0x05 


IPMP KevData tae 


0x06 -OxCF 


iso m^m 


OxDO-OxFE 




OxFF 





[0 0 3 9] 

(2. I PMP_D a t a_B a s e * ^Xfr e>}£55£ ftfc I PMPf-^©^ 
I PMP_D a t a_B a s e # ^ X*» £>!£§g£ ftfc I PMPf-^ll J£AT 

• I PMP_D escriptor*^;* (MPEG-2 i/X^A) 

• I PMP*. h U -AlCl&^JftS I PMP_i n f o_me s s a g e 
(MPEG-2^fA) 

• I PMP_T o o 1_D escriptor^^X (MPEG-4 S/X-r 

A) 

• ^{C I PMP_T o o 1_D escripto r ^^XlC^^^tlS I PM 
P_Initialize (MPEG-4 J/XfA) 

• %k\Z I PMP^h U --MC&$l£*l£ I PMP_S treamDataUp 
ate (MPEG-4^fA) 

[0 0 4 0] 

MPEG-2 I PMP_D e s c r i p t o rfe^I PM 

P_i n f o_me s s a g e tCliJ^T© i 5 &gOS#i&^-e&£ 0 . 

« 

[0 0 4 1] 
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(2. 1. I PMP_D e s c r i p t o r ) 
[312] 





If y h%t 




IPMP_descriptorO { 






descriptor_tag 


8 


Uimsbf 


desciiptorjength 


8 


Uimsbf 


IPMPJDesciiptorlD 


8 


Uimsbf 


IPMPJToolID 


128 


Uimsbf 


numControlPoints 


8 


uimsbf 


far ( i=0; i<numControlPaints; i++) 






{ 






controlPcdnt 


8 


uimsbf 


sequenceCode . 


8 


uimsbf 


IPMP_Data_lenRth 


16 


uimsbf 


far(i=0;i<N;i-H-){ 


IPMP Data 


> 








> 







ZlCIl-e, I PMP_D a t a»IPMP_D a t a_B a s e V 7.fr hffiffi. 
[0 0 4 2] 

(2. 2. I PMP_i n f o_me s s a g e) 
IPMPXh'J-Att, IPMP>f>7*^-i/a>^7t-j;4, J^TlCJt 

f-^-IPMPfii^t-i? 
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\fy hit 




EPMP_info_messageO { 






IPMP_deseriptor JLd 


8 . 


uimsbf 


control_point 


8 


uimsbf 


length_ofjiiessage 


16 


uimsbf 


IPMP_Data _Jength 


16 


uimsbf 


for (i=0;i<N;i++){ 






IPMP_data 

> 

> 


8 


uimsbf 



I PMP_D ataSI PMP_D a t a_B a s e ?^Xfr£>&§g 
[0 0 4 3] 

(3. I PMP_D a t a_B a s e ? ^X>b> bUfc^tlfc I PMPf-f©^ 
(3. 1. Ttn-V^r-Z) 

I PMP_0 paqueDat a_t a g = 0 x 0 1 #;*v1 — 2 # Sr^J^t" 

class IPMP_OpaqueData extends IPMP_Data_BaseClass 
: bit (8) tag = IPMP_OpaqueData_tag 

{ • 

ByteArray opaqueData; 

} 

[0 0 4 4] 

(3. 2. S^iin>7^U-i/a>jiyt-i;) 

ill (DtfmAT*%.mZtlZ> &t> ft? <5X IPMP_Selecti 

veDe crypt ionMe s s age?:, IPMP Too lMe s s ag 

e B a s e (Dfoio *J fC I PMP_D a t a_B a s e * eifeS^-t^^^fe 
So Z.(DV I PMP_D a t a_B a s e ^7^^ »bt± 
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IB©^iCi3V>T^^4l. i rVN^«fe^jc, I PMP_S electiveDecr 

y p t i o nM e s s a g e Tagt'&§. 

[0 0 4 5] 

(3. 3. f»bn>7-f ?V-i/my* yt-P) 

[1] (DttmFT'femznZ&v&V^X I PMP_Au d i oWa 

termarkinglnit$:l PMP T oolMessageBaseCD 

ftfcyjCI PMP_D a t a_B a s e ? 7^^^3lt^ST^5 0 ZW? 
7s(D$>f\%, I PMP_D a t a_B a s e ? ^X0># ^JCjl$fbT_fciB<Z>^--:/ 
;MC^T5t^3*l£ J:e>lC, I PMP_Au d i oWa t e r ma r k i n g . 
I n i t__T a g^fe^. 

[0 0 4 6] 
(3. 4. I PMP^r-f-f) 
I PMP_Ke yD atattl PMP_D a t a_B a s e 9 ^ Zkfr *>ffiMir 
£ &5iCfemZfo£o rfflIPMPf-i!«?)<, ^ICI PMP* h U-AIC 
IHSStlSrillC^S I PMP_i n f o_me s s a g e fclJMftT?^*. Zl*l 
ic<fc y t$im#;#*-£ I PMP* b y -A{Cfeit§^ fctfg&atcfe*. 
: 

class IPMP_KeyData extends IPMP_Data_BaseClass : 
bit (8) tag = IPMP_KeyData_tag 

{ 

ByteArray keyBody; 

bit(l) isTimeScheduled; 

const bit (7) reserved = ObOOOOOO; 

if (isTimeScheduled) 

{ 

bit (33) PTS; 

const bit(7) reserved = ObOOOOOO; 

} 

ByteArray OpaqueData; 
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} . 

keyBody: «e©ffitt*W«B«4:H:3aK:)eaiS tlfc^r-©^ 

-**3i©SII!f §r-^ 

IsTi me Scheduled: P T S-fBlC^T^f-^T ^ 

OpaqueData: dCD I PM P-r- # tl*fi&©tt*©^*^ — 

[0 0 4 7] 

(3. 5. tf^tfjgj^bn^-f ^V-*/a>;*>:yiz-S0 
I PMP_V ideoWatermarkinglnit — # tf^^X 

MJC : 

class IPMP_V ideoWatermarkinglnit extends IPMP_Data_BaseClass : 
bit(8) tag = IPMP_VideoWatermarkingInit_tag 

{ 

bi t (8) input Format ; 

bit (4) requiredOp; 

bit(l) hasOpaqueData; 

const bit (3) reserved = ObOOO; 

if (inputFormat == YUV) 
{ 

bit (16) frame_horizontal_size; 
bit (16) frame_vertical_size; 
bit (8) chroma_format; 

} 
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if ((requiredOp == INSERT_WM) | | (requiredOp == REMARK_WM) ) 
{ 

bit (16) wmPayloadLen; 

bit (8) wmPayload [wmPayloadLen] ; 

} 

if ((requiredOp == EXTRACTJJM)) 

{ 

bit (16) wmRecipientld; 

} 

if (hasOpaqueData) 

{ 

bit (16) opaqueDataSize; 

bit (8) opaqueData [opaqueDataSize] ; 

} 

1 

I PMP_V ideoWatermarkinglnit if'f^rn 

• mx : wx^u^m^h<D^ a- f 

• mm : mfrh^u-FtD&mwo i d#ii#3*is 

[0 0 4 8] 
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[*4] . 

inputFormat T^MSKf*. o fc:S««ffiJgi£j: 0 i?£f¥£*L3 \+tt*.jj<D 
a Obj ectType Indi cat ion" I'^ff^TO 

Requir edOp Ly-M^f^ h IJ -Ale*)- LTX^SjBSEtf fcSlbfe WT*0 

I NSERT_WM=0 

EXTR AC T_WM= 1 

R E MA R K_WM= 2 
I SOffl^ 3.. 1 0 

^-1^-^=1 1.. 1 5 
f rame__horizon y u v 7 V — -kto^^Fr^^lM X 
tal_jsize 

f rame_vertica yuv7 W — ^OSiE^fpJcOih^ X 
l_size 

chroma_f ormat ^g7t-v y h : 0x01=4 :2:0, 0x02=4 :2:2, 0x03=4 : 4 : 4 
I S OJB^HS? =Qx04.QxA0 

^---t^-jgii = QxA1..0xFE 

{^ffl^lt 0x00, OxFF 
WmPayloadLen tTy 5 ^ >^>!y<c}?A LfcV^m^^UD^ KtfvW 

WmPayload tr^n yf>^{C»A LrcV^^S^btTX^ K 

WmRecipientld m-T-S^L-^ »— K*5 ^EEffiWffiSr^SiK^fc^ gfty-yiwDT K W 

HasOpaqueData A'ffl^*/^^^— ^t(f»t>EB^S36«^«: 

OpaqaeDataSiz ;^>W^— *7>f — A' K<0>>^ 
e 

OpaqueData &ftJ#^lim&£®^a*Ly-/^ K 
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[0 0 4 9] 

(4. I PMP SendVi de oWat e rmarkj*yfe — S?) 

^litt^l^U^n-K&iiffitS I PMP_S e n d V i d e oWa t e r 

class IPMP_SendVideoWatermark extends IPMPJToolMessageBase : 
bit (8) tag = IPMP_SendVideoWatermark_tag 

{ 

bit (4) wm_status; 

bit(l) hasOpaqueData; 

bit (3) reserved = ObOOO; 

if (wm_status == WM_PAYLOAD) 

{ 

ByteArray payload; 

} 

if (hasOpaqueData) 

{ 

ByteArray opaqueData; 

} 

} 

[0 0 5 0] 

I PMP_V ideoWatermarkinglnitCi y^Q- Ktt 
e n t I &s\m&o 
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»5] 

m^5g*» u<7?#^^ y ? (Dm^ko n+mfa b#&ai ztittKb 

77^, 



wm_status f- 



WM_PAYLOAD 




WM_NOPAYLOAD 




NO.WM 




WMJJNKNOWN 





[0 0 5 1] 

[1] : "MPEG-2 I PMP" , ISO/IEC 13818-1:2 

0 0 0 P D AM 2 20 02^3^ 

[2] : "MPEG-4 IPMP&Sg"., FPDAM ISO/IEC 

1 44 9 6-1 : 2 0 0 1/AMD3, 2 0 0 24£3J? 

[0 0 5 2] 

MPEG-n I PMPS/X7 : '-^^CfeV^Tl^lSJ[^:v^^a^^^JMfe&ll^•t*<2>fe^?)^C 
, IPMPT-X&mmtZn&i&mtf&Z, IPMPr-^ttlPMPfiS: 

sam-s-r-^-e&y. i pmp* hv-Mz&mzfr&wm&L&*— 



win status 



hasOp aqueD ata 

payload 
opaqueData 
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[0 0 5 3] 

RHS»*^«fc»K:WW^o«2ffffflTfriB^«m&Wfi^<, I PMP_ 
VKofrCDI PM Pf 5 - # *l£ 0 -£© cfJ&C&I P M P tfv*- # ^- # „ 

wnttfrvv-frimfctim* &r*mfrhy-ju®mitmm. ipmp^ 

[0 0 5 4] 

I PMPf-^^I PMP_D a t a_B a s e ? E ibWM 

[0 0 5 5] 

±m<DMf&K& y, ^>#-Afr£<z> I PMPy-;w*n>^:yyWE#Bic 

"f&fctK IlIilC^atlfen^^^^^Jfee^^^-CDMPEG-n IP 

m p 3%tm±-emm n ^ & £ e> &c & & „ 
[0®©fi8#&i&l£] 

[01] t^ftlT-JK^IPMPi:ft5IPMP7-Wf 

[0 2] I PMP_D a t a B a s e **£>!£»3*lfc I PMP^-^ODa 

[S3] MPEG-2 I PMPn>f> x yft©I PMPf-^^Hif 

[04] MPEG-2 I PMP^I PMPfl3^fcMPEG-2 
ny^yy* I PMPf-f £#VM:H<Z><i: e> ^3S^-5^£^L£:0T*&£o 
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[**«] mm 
[®i] 
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3 
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CH4] 




4 
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[MM 

mm m&^mmm&zmz-mvEG-n iPMPs/^A&it^i-s. 

[j»»#«J IPMP_DATA_base?^*$:jtaU i©*-:* * 9 
3ftSVx<o#<mPMP5=-*fcJfeil1-S. IPMP^- * »IPMP'»#$r|B«& U IPMP 
_0paqueData„ IPMP_SelectiveDecryptionMessage > IPMP_AudioWatermarkingInit 
, IPMP_VideoWatermarkingInit, IPMP_KeyData£^&„ IPMP^- $ 7b*IPMP_DATA_ 
base^^^<3Dif 2*6>jK»Stlfe*tfl|ftS*lfi. *>#-A©IPMPy-/l/tt-=l 

IPMP^^±T*f t-^S, 
[SIRES] ®2 



1 
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